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AGREED ORDER

This matter comes before the Coust on the partics” request for an agreed order related to

discovery. The parties appear through undersigned counsel. The Court. being fully advised i
e premiises, onders as fobiows:

. Plaintift aficges, and Defendant acknowlcdges. that the personally identifying
information of Defendam’s alfeged co-conspirators s relevant and matcrial to this maiter and
there is good cause for discovery of this information. Furier, the firensic information contained
on the oempnters of Defendant™s alleged co-conspiraters is relevan: wind material o this patler
amd is under imminent threat of permanent destruction.

2 Plaintift andor Defondant may issue subpoenas seekimg the identifying
imformation of Defendem’™s alleged co-conspirziors. Information gathered pursusant to the
sulbpocnas most be used in accordance with applicable aw, nufes of procedure. and roles of
professional condmct.

3. The Imternet Service Providers 1SPs™) listed in Exhibit A hercto arc horchy
ordered amd auhorized, pursuat to @ lavfully issued subpocna in this case. w disclose o the
parties idemtifving Informution of cortain of their subscnbers. This mchudes the true names,
addresses, telephonc numbers, o-mail addresses. and Media Access Comtnol (“MAC™) address for
cach subscriber associated with an Inmtermet Protacol (<IP7) address that is disted in a subpocna
issucd by Plaimifl or Defendat. '

3. Any party serving an ISP with @ subpoena shall 2lse sorve a copy of this Agreed

Osder and 2 copy of the Notice provided in Exhibit B bereto with the subpoens. ISPs sudbpocnaed
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oy gither party shall enclose a copy of this Agreed Ordor and a copy of the Notice with any
subscriber mice issaed by the ISPs. Any sech subseriber notice shall infonmn dhe subscriber that
e o she mest file a mxotion fo geash or vacaie the sebpocnz with the Clerik of the Circust Coust,
$t. Clair County, illncis § 103 Public Square, Belleville, inots 622260 within 30 dayvs of receipt
of such potice.

3. It anv ISP wishos w0 move w chailenge 2 subsernbor wdentification subpoena. it
shall preserve any subpoensed information pending the resolution of any timely-filed motion.

. If 2 subscriber files 2 monon challenging the release of fbs or her porsonal
idemifving informaiion or for any other form of reficf, an ISP shall withhold the Wentifying
information associzled with that specific subscriber pending the resolution of the subscriber™s
mation, but shall nod deday in responding to the balasce of the subpocna.

T Iff a subscriber files a motion challenging the rdease of his or her pm'scnal
identifving information. he or she must identify the [P address that they are associated with.
1SPs may oot withboh the identifying infonmation of any individual beoasse of & orotion thes
does not Tist an IP address. mor may 1SPs withilwdd ehe identifyineg information of xevy individual
wheo sobmits an objection dircctly to the ISP but does mot file o motion with this cout.

.S Avy motion filed with this Court must comply with the relevant rules of
procedure and laws of the State of Hlmots.

G, Phintiff and Defondant wnderstand and acknowledge that they may only use the
information disclosed in response 1o this Agireed Order to pretect and enforee teir rights as set
foqth in the Compiaint.
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SO ORDERED: Wm B
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